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LEGISLATIVE AUDITOR 

May 12, 2006 
 
 
 
DEPARTMENT OF REVENUE 
STATE OF LOUISIANA 
Baton Rouge, Louisiana 
 
As part of our audit of the State of Louisiana's financial statements for the year ended June 30, 
2005, we considered the Department of Revenue’s internal control over financial reporting; we 
examined evidence supporting certain accounts and balances material to the State of Louisiana's 
financial statements; and we tested the department's compliance with laws and regulations that 
could have a direct and material effect on the State of Louisiana's financial statements as 
required by Government Auditing Standards. 
 
The Annual Fiscal Report of the Department of Revenue is not audited or reviewed by us, and, 
accordingly, we do not express an opinion on that report.  The department's accounts are an 
integral part of the State of Louisiana's financial statements, upon which the Louisiana 
Legislative Auditor expresses opinions. 
 
In our prior management letter on the Department of Revenue for the year ended June 30, 2004, 
we reported four findings.  The current status of these findings is listed below: 
 

Resolved by Management 
 
 Annual Fiscal Report Not Properly Prepared 

Not Resolved by Management 
 
 Weaknesses in the GenTax System 

 Information System Control Weaknesses 

 Lack of a Disaster Recovery/Business Continuity Plan 

Based on the application of the procedures referred to previously, all significant findings are 
included in this letter for management's consideration.  All findings included in this management 
letter that are required to be reported by Government Auditing Standards will also be included in 
the State of Louisiana's Single Audit Report for the year ended June 30, 2005. 
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Weaknesses in the GenTax System 
 
For the third consecutive year, the Department of Revenue does not have sufficient 
internal control over its tax accounting system (GenTax) functions, which could affect 
the integrity of processing, financial data, and financial reporting.  Good internal control 
requires that the system has adequate written policies and procedures and adequate 
written system documentation.  For the fiscal year ended June 30, 2005, the department 
processed in excess of $6 billion in taxes and other transactions through the GenTax 
system. 
 
During a review of the GenTax system for the fiscal year ended June 30, 2005, the 
following control deficiencies were noted: 
 

 The department does not have formal written policies and procedures to 
control changes made to the GenTax system.  These policies and 
procedures are necessary to ensure that system modifications made by 
department and third-party information systems personnel are adequately 
designed, documented, tested, and approved before being placed into 
production.  The department’s lack of policies and procedures may result 
in programming errors in system-generated financial data reports that may 
result in misstatements in the department’s Annual Fiscal Report.  

 The department does not have adequate, written documentation in a user-
friendly format that clearly explains business requirements, system 
controls, data flow, system reports, and the results of tests performed 
during the implementation of the GenTax system.  The lack of adequate 
system documentation limits the ability to independently verify that 
GenTax is processing tax transactions in accordance with laws and 
regulations and is producing accurate financial data and reports. 

These conditions occurred because the department has not placed sufficient emphasis on 
documentation and controls over the GenTax system.  As a result, there is a risk that 
GenTax programs and data could be accessed and modified without proper authorization, 
review, and approval and that errors or fraud could occur and not be detected timely. 
 
Management of the department should establish adequate controls over the GenTax 
system and processes to ensure that changes to GenTax applications are adequately 
designed, documented, tested, and approved before being placed into production and that 
system documentation exists for processing GenTax transactions in accordance with laws 
and regulations.  Management concurred in part with the finding and recommendations 
and outlined a corrective action plan (see Appendix A, pages 1-3). 
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Information System Control Weaknesses 
 
For the second consecutive year, the Department of Revenue has internal control 
weaknesses relating to access to and monitoring of its information systems (IS).  Good 
internal control ensures that access to hardware, software, and data be limited to the 
business need of employees; authorized users are assigned individual user identification 
numbers (IDs); system logs are effectively monitored; and security policies, procedures, 
and controls are subject to periodic audit. 
 
During a review of the department’s IS security for the fiscal year ended June 30, 2005, 
the following control deficiencies were noted: 
 

 There is an incompatibility of functions because IS programming 
personnel have access to production software and hardware both at the 
department and at its offsite operations at the Department of Public Safety.  
As a result, unauthorized changes to system applications could be placed 
into production. 

 A single user ID for the structured query language server is used for all 
GenTax database servers and is shared among several database 
administrators, which could affect the integrity of programs, processing, 
and data. 

 Procedures have not been established for the review of security and 
system logs to detect security violations and/or inappropriate systems 
activity.   

 The department does not have an effective IS audit function.  An adequate 
system of internal control should include periodic reviews of the IS 
general and application controls by an IS auditor.  

These conditions exist because the department is in the process of restructuring its 
Information Technology Division.  As a result, the risk exists that IS programs and data 
could be accessed and modified without proper authorization, review, and approval and 
that errors or fraud could occur and not be detected timely. 
 
Management of the department should establish adequate IS security policies, 
procedures, and controls and an effective IS audit function to ensure the integrity of 
programs, processing, and data. In addition, management should evaluate and consider 
using system monitoring software that would allow the security administrator to 
effectively monitor system logs and activity.  Management concurred with the finding 
and recommendations and outlined a plan of corrective action (see Appendix A, pages 
4-6).  
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Untimely Bank Reconciliations 
 
The Department of Revenue did not reconcile its bank accounts timely for the fiscal year 
ended June 30, 2005.  Good internal control requires reconciliation of the department’s 
bank account balances to its accounting records and subsequent review and approval by a 
supervisor on a monthly basis.  Bank reconciliations provide management with a basis to 
ensure that all transactions that affect both the bank accounts and the accounting records 
are in agreement and that no errors or fraud has occurred. 
 
Our review of the monthly reconciliations for the department’s 23 bank accounts 
disclosed that 49% of the monthly bank statements were reconciled from two to eight 
months after the department received the bank statements.  Management reviewed and 
approved 25% of the reconciliations from one to three months after they were completed.  
Furthermore, as of June 30, 2005, discrepancies for eight reconciliations remained 
unresolved for more than two months.  With approximately $7 billion in revenues 
deposited during the fiscal year, failure to perform monthly reconciliations increases the 
risk that errors, misstatements, or fraud could occur and not be detected timely. 
 
Management of the department should establish policies and procedures to ensure that 
bank accounts are reconciled timely and that reconciliations are approved by an 
appropriate level of management.  Management concurred in part with the finding and 
recommendations and stated that it has implemented “positive pay” under which “. . . the 
risk of errors and fraudulent checks clearing LDR’s bank accounts is virtually 
eliminated” (see Appendix A, pages 7-8). 
 
Additional Comment:  While we agree that positive pay reduces the risk of errors and 
fraudulent checks that might clear the bank accounts, it does not reduce the risk of errors 
and misstatements in the accounting records that remain uncorrected as a result of 
untimely bank reconciliations, such as errors in manual checks and deposits. 
 
Inadequate Controls Over Reporting  
  Claims and Litigation 
 
The Department of Revenue did not have adequate controls to ensure reasonable and 
accurate financial reporting of its liability for claims and litigation.  Good internal control 
requires that the department establish procedures to ensure a reasonable estimate of its 
liabilities for claims and litigation for inclusion in the State of Louisiana’s 
Comprehensive Annual Financial Report (CAFR). 
 
At June 30, 2005, the department reported a liability for claims and litigation of 
approximately $80 million.  Our review of documentation for 45 of 145 lawsuits 
disclosed the following: 
 

 Interest calculations for 16 lawsuits (36%) were incorrect. 

 Two lawsuits (4%) were reported twice. 
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 One lawsuit (2%) was reported twice, and the interest calculation was 
incorrect. 

 Partial payments for four lawsuits (9%) were not deducted from the 
reported liability, and the interest calculations were incorrect. 

 Fourteen lawsuits (31%) that had been resolved before June 30, 2005, 
were included in the reported liability. 

 One lawsuit (2%) filed after June 30, 2005, was included in the reported 
liability. 

The above conditions resulted in an overstatement of approximately $24 million in the 
department’s reported liability.  Failure to maintain adequate controls to ensure 
reasonable and accurate financial reporting of the department’s liability for claims and 
litigation could result in misstatements in the state’s CAFR. 
 
Management of the department should establish policies and procedures to ensure 
accurate reporting of liabilities arising from claims and litigation.  Management 
concurred with the finding and recommendation and outlined a corrective action plan (see 
Appendix A, pages 9-12). 
 
Lack of a Disaster Recovery/Business  
  Continuity Plan 
 
For the third consecutive year, the Department of Revenue does not have a written, 
comprehensive disaster recovery/business continuity plan. The state Office of 
Information Technology Policy Number 11 requires each state agency to develop, test, 
and maintain a disaster recovery/business continuity plan that is designed to ensure the 
availability of mission-critical services and functions in the event of a disaster or other 
event that would impact the agency’s information technology (IT) and 
telecommunications systems. 
 
An adequate disaster recovery plan should include, at a minimum, the following: 
 

 Maintaining a written functional plan that will allow for continued 
operation of critical IT services in the event of an unexpected interruption 

 Routinely backing up data files, computer programs, and documents and 
storing this information offsite at a remote facility 

 Having access to a remote facility that has the same operating systems as 
the department so that data can be processed and operations can continue 
with minimal disruption of services 

 Training for staff and other users of the system to ensure that they 
understand their responsibilities in case of emergencies 
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 Testing the plan to ensure that the plan works as intended 

Although the department has taken steps to ensure that its data files and computer 
programs are backed up and stored at an offsite facility, current policies and procedures 
do not include a written, comprehensive plan related to disaster recovery/business 
continuity, the related training and testing to ensure that the plan works as intended, and 
access to a remote facility with the same operating system.  Failure to develop, 
implement, and test a comprehensive disaster recovery plan increases the risk that in the 
case of a disaster, there may be excessive delays in collecting taxes owed to the state and 
in the processing of critical data needed to ensure the accurate collection of taxes. 
 
Management of the department should take the necessary measures to develop and 
implement a written, comprehensive disaster recovery/business continuity plan to allow 
critical operations to be reestablished within an acceptable time frame should a disaster or 
other event occur.  Management concurred with the finding and recommendation and 
outlined a plan of corrective action (see Appendix A, pages 13-14). 
 
Weaknesses in Controls Over Payroll Expenditures 
 
The Department of Revenue has not maintained adequate internal controls for 
certification and approval of employee time and attendance.  In addition, the department 
overpaid two employees a total of $2,257 during the year.  Civil Service Rule 15.2 
requires classified employees and their supervisors to certify the number of hours of 
attendance or absence from duty on their time and attendance records.  Furthermore, 
good internal controls require that management maintain adequate controls to approve 
employee time and attendance before payment. 
 
Our audit disclosed the following: 
 

 During our test of 21 employees’ time records, we noted 15 instances 
(71%) in which a supervisor did not sign the employee’s time sheet before 
entering the time in the payroll system. 

 Overpayments were made totaling $2,257 to two employees, which 
resulted from the department’s administrative errors.  These 
overpayments, which were not recouped by the department, may be a 
violation of Article 7, Section 14 of the Louisiana Constitution, which 
prohibits the loan, pledge, or donation to any person anything of value that 
is the property of the state. 

Failure to maintain adequate internal controls, which should include certification and 
approval of employee time and attendance before payment, may result in errors, 
overpayments, and fraud.  Management of the department should ensure that internal 
controls for certification and approval of time and attendance are adequate to prevent 
overpayments to employees and to recoup any overpayments to employees where 
warranted.  Management did not concur with the finding and recommendation and stated 
that its procedures are in compliance with Civil Service rules.  Though the department 
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decided not to recoup the overpayments noted, management stated that procedures are in 
place to reverse or recoup overpayments and correct errors in the leave records 
subsequent to payroll processing (see Appendix A, pages 15-17). 
 
Additional Comments:  We agree that Civil Service rules do not require certification 
and approval of time and attendance before entering time in the payroll system; however, 
such procedures are an effective means of reducing the risk of errors and fraud or 
overpayments that the department determines would not be cost effective to recoup. 
 

The recommendations in this letter represent, in our judgment, those most likely to bring about 
beneficial improvements to the operations of the department.  The nature of the 
recommendations, their implementation costs, and their potential impact on the operations of the 
department should be considered in reaching decisions on courses of action.  Findings relating to 
the department’s compliance with applicable laws and regulations should be addressed 
immediately by management. 
 
This letter is intended for the information and use of the department and its management and is 
not intended to be, and should not be, used by anyone other than these specified parties.  Under 
Louisiana Revised Statute 24:513, this letter is a public document, and it has been distributed to 
appropriate public officials. 
 

Respectfully submitted, 
 
 
 
Steve J. Theriot, CPA 
Legislative Auditor 

 
BDC:CGEW:THC:ss 
 
[DOR05] 
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